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1	Overall description
The Unified Data Repository (UDR) provides an API that delivers subscriber authentication data to the Unified Data Management (UDM). This data includes the UE’s permanent key, encPermanentKey, which serves as the anchor of trust in the entire 5G system. This discussion paper analyzes the current state of protection mechanisms for sensitive data and suggests ways to improve them. Our rationale and proposal is split into transfer and authorization security. 
TS 29.505 [4] defines the use of the API to access the UE's long-term key (also called encPermanentKey in this context). The authorisation is done using OAuth2.0 according to TS 33.501 [1]. This is important because no network function other than the UDM shall have access to the UE's long-term key. This is also specified in clause 5.2.2.1 of TS 29.505 [4] as shown below. 
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Description automatically generated]According to the OpenAPI definition of the API endpoint (which can be seen below), the security section has three different security definitions which are “OR” connected. The first security definition ({}) indicates that security is optional (see OpenAPI Specification [3]). The next two security definitions (oAuth2ClientCredentials) require the OAuth2 Client Credentials Grant type for authentication: one with the scope nudr-dr, the other with the scope nudr-dr AND nudr-dr:subscription-data:authentication-subscription:read.
With the current specification, there is a risk that any network function can access the permanent key with the optional, hence non-security mechanism ({}), which contradicts the initial requirement of having limited access to the permanent key stored in the UDR. 

2	Actions
To CT4 
ACTION: 	
SA3 kindly asks CT4 about the reason why to include the non-security mechanism ({}) for accessing the permanent key and if something objects against deleting this ({}) option for access restriction.
3	Dates of next TSG SA WG 3 meetings
SA3#115AdHoc-e	15 - 19 April 2024	Electronic meeting
SA3#116		20 - 24 May 2024		Jeju (South Korea)
SA3#117		19 - 23 August 2024	Maastricht (Netherlands)
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5.2.2 Resource: AuthenticationSubscription

5.2.2.1 Description
This resource is modelled with the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [7]).

NOTE 1: This resource contains security-sensitive attributes, such as the long-term key of the UE (see
"encPermanentKey" attribute of the AuthenticationSubscription data type in clause 5.4.2.2). Read/write
access can be authorized by means of OAuth2.

NOTE 2: Although these security-sensitive attributes are stored in an encrypted form in the UDR, operators can
consider its storage separately from other types of subscription data. How to achieve this in a secure way
is implementation-specific; a description of a typical mechanism can be found in the informative
Annex X in 3GPP TS 29.500 [8].
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